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INDIAN INSTITUE OF BANKING & FINANCE 

(An ISO 21001:2018 Certified Institute) 

 

Professional Development Centre – North Zone 

  

Training program  

On  

“Managing Risk at Workplace Concerning 

Cyber Security, Information Security & Digital Banking” 

In Virtual Mode 

From 28th To 30th July 2026 

 
Open to Members & Non-Members 

Individual participants can also register for the programme at their own cost 

Program Co-Ordinator: Dr. N K Bhasin  

Mail Id: se.pdcnz3@iibf.org.in ; se.pdcnz4@iibf.org.in 

Indian Institute of Banking & Finance, 

Professional Development Centre, North Zone, 

C5/30, SDA Market, opposite to IIT Delhi  

Delhi – 110016 

Website : www.iibf.org.in  

mailto:se.pdcnz3@iibf.org.in
mailto:se.pdcnz4@iibf.org.in
http://www.iibf.org.in/
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BRIEF BACKGROUND 

Established on 30th April 1928, IIBF which is an “Institute of the Bankers, for the 

Bankers and by the Bankers” has during its 98 years of service been actively involved in 

examination, training & academics and has emerged as a premier institute in banking and 

finance education.  

Considering the emerging requirements of the bankers in the ever-changing dynamic 

environment, IIBF has been providing quality training to bankers in select areas. The training 

programmes are designed in consultation with the industry experts and human resources 

personnel with an endeavour to address the skill gaps on a continuous basis.  

The regular offerings in varied areas prepare the banking professionals ahead of the 

impending change. IIBF has state-of-the-art training facilities at its Leadership Center at 

Mumbai and it has seven Professional Development Centers (PDCs) at Mumbai, Delhi, 

Chennai, Kolkata, Lucknow, Guwahati and Bengaluru  catering to the increasing demand for 

the focused training programmes. 

Our Delhi Centre is equipped with modern infrastructure to support residential training: 

• A well-equipped hostel with 36 air-conditioned rooms, with Wi-Fi facility at all 

floors. 

• Two fully functional classrooms with a seating capacity of 30–35 participants each. 

• A spacious conference hall that can accommodate 75–80 participants. 

• Lift facilities for ease of movement across floors and CCTV cameras all around the 

premises. 

IIBF PDC NZ has successfully partnered with Banks and FIs for conducting customized 

residential training programmes at the Delhi Centre 

 

PURPOSE OF THE PROGRAMME 

The rapid digital transformation of the banking sector has significantly enhanced customer 

convenience and operational efficiency while simultaneously increasing exposure to cyber 

threats, information security risks, frauds, and emerging technology-related vulnerabilities. 

Banks are required to strengthen their cyber resilience, safeguard customer data, ensure 

regulatory compliance, and build robust digital risk management frameworks. 

This programme is designed to equip individuals, especially banking professionals, with 

practical knowledge of the evolving cyber threat landscape, information security governance, 

digital banking risks, regulatory expectations, and industry best practices to enhance 

organizational resilience. 

This is more so required due to the changing scenario and different communications received 

from Reserve Bank of India through its Master Directions.  
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OBJECTIVE 

The programme aims to enable the participants to: 

• Understand the evolving cyber threat landscape affecting the banking and financial 

sector.  

• Garner knowledge about Information Security Principles, Governance, and Control 

frameworks.  

• Identify and manage risks arising from digital banking channels and emerging 

technologies.  

• Understand regulatory expectations relating to cyber security, digital operational 

resilience, and data protection.  

• Learn effective cyber incident response, crisis management, and business continuity 

practices.  

• Examine emerging fraud trends and preventive strategies in digital banking.  

• Explore security implications of AI, Cloud Computing, APIs, Blockchain, and 

FinTech ecosystems.  

• Enhance organizational preparedness through practical case studies and industry best 

practices 

 

CONTENT OVERVIEW 

➢ Emerging Cyber Threat Landscape in Banking  

➢ Cyber Security Governance, Risk Management, Regulatory Compliance & IT 

Governance  

➢ Information Security Frameworks, Data Protection & Digital Personal Data Protection 

(DPDP)  

➢ Digital Banking Risks, Secure Banking Channels & Digital Payment Security (UPI, 

IMPS, NEFT, RTGS, Cards)  

➢ Identity & Access Management (IAM), Zero Trust, Cloud Security, API Security & 

Third-Party Risk  

➢ AI, Generative AI, Blockchain, Quantum Computing & Future Technology Risks  

➢ Security Operations Centre (SOC), Threat Intelligence & Dark Web Monitoring  

➢ Vulnerability Assessment, Penetration Testing (VAPT) & Red Teaming  

➢ Cyber Incident Response, Digital Forensics, Crisis Management, Business Continuity, 

Disaster Recovery & Cyber Resilience  

➢ Emerging Cyber Frauds, Deepfakes & Social Engineering Attacks  

➢ Practical Case Studies and Lessons from Recent Banking Cyber Incidents  

➢ Interactive Discussions, Simulation Exercises & Cyber Security Best Practices 
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METHODOLOGY 

• Virtual (Online) interactive lectures, Case Studies, presentations and sharing of 

experiences on ZOOM. 

• Live sessions by Faculty shall be conducted and participants can participate in the 

sessions from home or office using Laptop/Desktop/iPad/Smart Phones. 

• Login details for accessing the sessions shall be shared on registered mail ids of 

participants 24 hours before the program. 

• Pre-reads will be available in our site. 

• The PPTs will be available in our site after the program is over. 

• Entry and Exit tests will be conducted to assess the program impact. 

TARGET GROUP 

•  Officers handling Information Security  

•  Cyber Security Professionals  

•  Digital Banking Officers  

•  IT Department Officials  

•  Risk Management Officers  

•  Operational Risk Teams  

•  Internal Auditors  

•  Compliance Officers  

•  Fraud Risk Management Officials  

•  Branch Managers handling Digital Banking Operations  

•  Officers involved in Technology Governance and Digital Transformation 

DURATION  

3 Days - From 28th to 30th July 2026 Timings: 10.00 A.M. to 05.00 P.M. (First day 

participants are required to kindly login by 09.45 am for registration/attendance purpose)  

FEES 

Rs. 7,500/- per participant plus GST @18% aggregating to Rs. 8,850/- (Rs. Eight 
Thousand Eight Hundred Fifty only). (In case of TDS deduction, please send us 
TDS certificate). 
Programme fees may be remitted to the credit of Institute’s account as given below: 

Beneficiary Name : Indian Institute of Banking and Finance 

Name of the Bank Branch : State Bank of India, Vidyavihar (West), Mumbai. 

SBI Account No : 37067835430 

IFS Code : SBIN0011710 

PAN No. : AAATT3309D  GSTN No. : 07AAATT3309D2ZT 
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(Kindly provide your GST Number in the nomination letter to facilitate       raising of invoice) 

In case of any quires, kindly contact 

Dr. N K Bhasin Ms. Anchal Arora Mr. Aman Dhar 

Zonal Head Senior Executive Senior Executive 

head-pdcnz@iibf.org.in se.pdcnz3@iibf.org.in se.pdcnz4@iibf.org.in 

Mob : 9910110182 Mob : 8295127117 Mob : 7488152733 

 
** Last Date of Registration is 26th July 2026 ** 

 
 

“Upon successful completion of the Training Programme, 
participants will be awarded a Certificate of Participation” 
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INDIAN INSTITUE OF BANKING & FINANCE 

(An ISO 21001:2018 Certified Institute) 

 

Nomination Form – For Individuals (Self Sponsored) 

 

Name of the program : 

Program on Cyber Security, Information Security & Digital 

Banking Risk Management 

 

Dates : 28th To 30th July 2026– 3 Days 

Time : 10.00 a.m. to 5.00 p.m. 

Program Type : Virtual (Online) mode 

 

Nominee Details 

Sr. 

No. 
Name Designation Mobile No. (WhatsApp) E-mail  UTR No. 

1      

 

---------------------------------------------------------------------------------------------------------------- 

*Login details of the program shall be shared on personal mail id of nominee. 

 

Fees: Rs. 7,500/- per participant plus GST @18% aggregating to Rs. 8,850/- (Rs. Eight 

Thousand Eight Hundred Fifty only). (In case of TDS deduction, please send us TDS 

certificate). 

 

Programme fees may be remitted to the credit of Institute’s account as given below: 

Beneficiary Name : Indian Institute of Banking and Finance 

Name of the Bank branch : State Bank of India, VidyaVihar (West), Mumbai. 

SB Account No : 37067835430 

IFSC Code : SBIN0011710 

(PAN No: AAATT3309D and GSTIN NO. 07AAATT3309D2ZT) 

In case of any quires, kindly contact  

Dr. N K Bhasin Ms. Anchal Arora Mr. Aman Dhar 
Zonal Head Senior Executive Senior Executive 
head-pdcnz@iibf.org.in se.pdcnz3@iibf.org.in se.pdcnz4@iibf.org.in 
Mob : 9910110182 Mob : 8295127117 Mob : 7488152733 
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INDIAN INSTITUE OF BANKING & FINANCE 

(An ISO 21001:2018 Certified Institute) 

 

Nomination Form – For Banks & FIs 

Name of the program : Program on Cyber Security, Information Security & Digital 

Banking Risk Management 

 

Dates : 28th To 30th July 2026– 3 Days  

Time : 10.00 a.m. to 5.00 p.m. 

Program Type : Virtual (Online) mode 

Nominee Details 

Sr. 

No. 
Name Designation 

Branch/ 

 Office 

Mobile No. 

(WhatsApp) 

E-mail 

(Personal) 

E-mail 

(Official) 

1       

2       

 

Name of Bank/ FI :  

Address :  

GST Details :  

PAN No. :  

Phone/Mobile of Nominating Official :  

E-Mail of Nominating Official :  

*Login details of the program shall be shared on personal mail id of nominee. 

 

Fees: Rs. 7,500/- per participant plus GST @18% aggregating to Rs. 8,850/- (Rs. Eight 

Thousand Eight Hundred Fifty only). (In case of TDS deduction, please send us TDS 

certificate). 

 

Programme fees may be remitted to the credit of Institute’s account as given below: 

Beneficiary Name : Indian Institute of Banking and Finance 

Name of the Bank branch : State Bank of India, VidyaVihar (West), Mumbai. 

SB Account No : 37067835430 

IFSC Code : SBIN0011710 

(PAN No: AAATT3309D and GSTIN NO. 07AAATT3309D2ZT) 

In case of any quires, kindly contact  

Dr. N K Bhasin Ms. Anchal Arora Mr. Aman Dhar 
Zonal Head Senior Executive Senior Executive 
head-pdcnz@iibf.org.in se.pdcnz3@iibf.org.in se.pdcnz4@iibf.org.in 

 


